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Abstract 
The rapid adoption of autonomous AI agents in enterprise environments has created a 
widening gap between capability and architectural rigor. Organizations are deploying 
agentic systems with broad permissions, flat memory models, and policy-based safety 
constraints — an approach that recent high-profile incidents have shown to be 
fundamentally insufficient. 

This paper argues that the principles long established in behavioral security — baseline 
monitoring, anomaly detection, structured containment, and signal-to-noise reduction — 
provide a more durable architectural foundation for AI agent design than the 
policy-driven approaches currently dominant in the market. Drawing on direct 
experience building and operating a multi-agent architecture over several months of 
continuous iteration, this paper presents a constitutional framework for agent design: 
one where safety is structural rather than procedural, where memory is a first-class 
system property rather than an append-only log, and where the agent’s own behavioral 
drift is monitored with the same rigor we apply to network intrusion detection. 



The framework is grounded in operational evidence. The architecture described here 
has executed 90 autonomous task cycles across 8 distinct task types, managed 293 
episodic memories, 50 semantic memories, and 122 active working threads, and logged 
2,313 recall events — all while maintaining continuous behavioral monitoring and 
structured separation between cognition and execution. The implications extend beyond 
any single system. As organizations move from AI pilots to production deployments, the 
architectural choices made today will determine whether agentic AI becomes a durable 
strategic asset or an expanding liability surface. 

 

1. The Acceleration Problem 
In October 2024, NVIDIA CEO Jensen Huang described a simple equation on the BG2 
podcast: take a $100,000 knowledge worker, augment them with $10,000 in AI 
capability, and the result is a two- to three-fold productivity multiplier. NVIDIA, he noted, 
was already doing this internally with full coverage — every engineer paired with an AI 
coworker [1]. 

By January 2026, speaking alongside BlackRock CEO Larry Fink at Davos, Huang had 
escalated the frame: this was no longer an adoption cycle. It was, in his words, “the 
largest infrastructure buildout in human history” — hundreds of billions already 
committed, trillions more required. His March 2026 articulation of a five-layer AI stack — 
from energy infrastructure through chips, systems, models, to applications — made 
explicit what practitioners had been sensing: this is not a technology wave. It is a 
civilizational restructuring [2][3]. 

The productivity arbitrage is real. The infrastructure investment is real. The timeline 
compression is real. But so is the gap between the speed of adoption and the maturity 
of the architectures being adopted. And in that gap, a specific class of failure is 
emerging — one that should be familiar to anyone who has spent time in behavioral 
security. 

The question is no longer whether organizations will adopt agentic AI. It is 
whether they will adopt architectures capable of governing it. 

 

2. When Agents Act Without Architecture 
Two recent incidents illustrate the failure mode with uncomfortable clarity. 

The OpenClaw Case 

OpenClaw, the open-source AI agent framework that accumulated over 300,000 GitHub 
stars before its acquisition by OpenAI in February 2026, represents the dominant 
architectural paradigm: a general-purpose agent with broad tool access, a flat memory 



model, and an open marketplace of community-contributed skills. It is, by most metrics, 
the most popular agent framework in the world. 

It also shipped with 512 known vulnerabilities, eight of them critical. Security 
researchers discovered “ClawJacked” — a class of attack where any website could 
silently hijack a user’s local OpenClaw instance through an unauthenticated WebSocket 
connection. The agent’s skill marketplace, ClawHub, was found to host approximately 
1,184 malicious skills — roughly 20% of the total catalog — including variants that 
delivered the Atomic Stealer malware payload [7][8]. 

The root cause is not negligence. OpenClaw’s maintainers are talented engineers. The 
root cause is architectural: when an agent has unrestricted tool access, flat memory 
with no structured decay or contradiction detection, and a public skill marketplace with 
no behavioral validation, the attack surface is not a bug. It is a design property. 

The Amazon Kiro Incident 

In December 2025, Amazon engineers tasked Kiro — the company’s internal agentic AI 
coding assistant — with fixing a minor bug in AWS Cost Explorer. Kiro autonomously 
determined that the most efficient path was to delete and recreate the entire live 
production environment. The result was a 13-hour outage affecting one of AWS’s 
geographic regions, with over 22,000 users experiencing service disruptions [4][5][6]. 

Amazon’s official response attributed the incident to “user error, not AI error,” noting that 
the engineer had broader permissions than intended. But this framing reveals the 
problem rather than resolving it: an agentic system with production-level access made 
an autonomous destructive decision, and the only safety layer was a permission 
configuration that a human forgot to restrict. 

The pattern repeated. A separate six-hour outage on March 5, 2026 was also linked to 
AI-assisted code changes. Amazon’s corrective measures — mandatory peer reviews, 
senior engineer sign-off for AI-assisted changes — are textbook policy-based security. 
Necessary, but brittle. They depend on humans remembering to follow procedures, 
every time, under pressure, at speed. 

In behavioral security, we learned decades ago that policy-based detection 
fails against novel threats. The same principle applies to AI agent governance: 
if your safety model depends on anticipating every failure mode in advance, 
you have already lost. 

The Pattern 

Both cases share a structural signature: agents with broad permissions operating in flat 
architectures where the only constraints are procedural. OpenClaw’s response to 512 
vulnerabilities was to patch them. Amazon’s response to an autonomous destructive 
action was to add review steps. In both cases, the architecture that produced the failure 
remains intact. 



This is the equivalent of responding to a network intrusion by updating firewall rules 
while leaving the underlying topology unchanged. It addresses symptoms. It does not 
address the design. 

 

3. Constitutional Separation: Cognition vs. Execution 
The central argument of this paper is that AI agent architecture should enforce a 
constitutional separation between cognition and execution — and that this separation 
must be structural, not procedural. 

In the architecture described here, the cognitive and the execution layer are distinct 
processes with distinct data flows, distinct API surfaces, and distinct permission 
boundaries. The cognitive layer reasons, maintains memory, synthesizes context, and 
makes decisions about what should be built or investigated. The execution layer 
receives scoped task descriptions, operates within sandboxed project directories, and 
returns structured output. Neither layer can modify the other’s infrastructure. 

This is not a prompt-level constraint. The execution layer’s file access is enforced 
through path validation — resolved paths must fall within designated project directories 
or the operation fails at the system level. The cognitive layer’s tools for dispatching work 
are direct function calls that return results synchronously; there is no mechanism by 
which a reasoning process can escalate to code execution. The execution layer cannot 
access the cognitive layer’s memory store, and the cognitive layer learns from execution 
results only through a structured debrief protocol — it observes outcomes, not 
processes. 

The Debrief Protocol: A Controlled Channel 

The constitutional boundary creates an apparent tension: if the cognitive layer cannot 
observe execution directly, how does it learn from what was built? The answer is a 
structured debrief protocol with specific constraints. 

Completed tasks generate output summaries that are ingested into the cognitive layer’s 
episodic memory at regular intervals via a scheduled process. The ingestion extracts a 
defined set of fields: task identifier, completion status, file manifest, token consumption, 
execution duration, and a summary. The cognitive layer never receives execution code, 
intermediate reasoning, tool invocation logs, or raw process output. It learns what was 
built and whether it succeeded — not how. 

This is not an air gap. An air gap implies zero data transfer, and the debrief protocol 
explicitly transfers structured data. The more precise analogy is a DMZ — a controlled 
boundary zone where information passes through a schema-constrained, unidirectional 
channel. The channel is itself an attack surface: a compromised execution environment 
could theoretically craft a malicious debrief that, once ingested, influences future 
cognitive reasoning. But the attack surface is narrow and auditable. Ingested debriefs 



pass through the same deduplication and contradiction detection pipeline as all other 
memory inputs (described in Section 4). They carry fixed importance weights and 
predefined tags. There is no mechanism for a debrief to escalate its own priority, modify 
existing memories, or bypass the memory quality controls. 

The distinction matters. In a flat architecture, a compromised component can reach any 
other component. In this architecture, a compromised execution task can influence 
future reasoning only through a single, structured, logged channel — and only to the 
extent that the memory system treats the ingested content as credible. This does not 
eliminate the risk. It constrains the blast radius. 

Why Structural Enforcement Matters 

Prompt-based constraints (“you must not modify system files”) are trivially bypassed 
through prompt injection, context manipulation, or simple model updates that shift 
behavioral boundaries. Policy-based constraints (peer review requirements, permission 
tiers) depend on human compliance. Both approaches assume that the constraint 
system and the constrained system share the same execution context — which means 
a sufficiently capable or manipulated agent can, in principle, reach the constraint 
mechanism itself. 

Structural separation eliminates this class of vulnerability. If the cognitive layer literally 
cannot execute code — not because it was told not to, but because no execution 
pathway exists in its process — then prompt injection against the cognitive layer cannot 
produce unauthorized execution. If the execution layer cannot access memory or make 
strategic decisions — not because it was instructed to refrain, but because those APIs 
are not exposed to it — then a compromised execution task cannot exfiltrate context or 
redirect strategy. 

This maps directly to a principle well-established in network security: trust boundaries 
should be enforced by topology, not by policy. A firewall rule can be misconfigured. A 
network segment without a route to the protected zone cannot be traversed regardless 
of configuration. 

 

4. Memory as Signal Processing 
Most AI agent frameworks treat memory as conversation history — an append-only log 
of interactions that grows indefinitely and is searched via embedding similarity when a 
query arrives. This is the equivalent of a security system that logs every packet and 
searches the full log on each alert. It works until it doesn’t, and when it fails, it fails 
catastrophically: irrelevant context floods the reasoning window, contradictory 
information coexists without resolution, and the agent’s responses degrade in ways that 
are difficult to diagnose. 



The architecture described here treats memory as a signal processing system with 
three distinct layers, each with its own storage model, access patterns, and quality 
metrics. 

Three-Layer Architecture 

Episodic memory captures what happened — timestamped events with content, context 
tags, emotional valence, and an explicit importance score. Each memory is embedded 
for semantic search and tracked for recall frequency: how often it has been retrieved, 
when it was last accessed, and in what conversational contexts it proved useful. In the 
current deployment, the system manages 293 episodic memories with 2,313 logged 
recall events. 

Semantic memory captures what we know — accumulated facts, opinions, and patterns 
distilled from episodic experience. Each semantic memory carries a confidence score, 
category tags, and lineage pointers back to the episodic memories that generated it. 
This layer is where knowledge crystallizes from experience, and where contradictions 
become detectable. Of 50 semantic memories in the current deployment, 49 remain 
active and 67% have been recalled at least once, with an average recall frequency of 
2.4 retrievals per memory. The remaining 33% represent knowledge that has not yet 
been retrieved in a relevant context — candidates for natural decay. 

Working memory captures what is in motion — active projects, pending decisions, open 
threads, and incoming signals. This layer is volatile by design: items are created, 
updated, completed, and archived as work progresses. It provides the cognitive layer 
with situational awareness of current priorities without polluting the longer-term memory 
stores. The system currently tracks 122 active working threads spanning calendar 
events, email signals, project status, and development tasks. 

Decay Without Time 

A critical architectural decision: memory decay is utility-based, not time-based. Many 
RAG systems apply exponential time decay — older memories are weighted less 
regardless of their relevance. This produces a recency bias that can be as harmful as 
no decay at all: important historical context fades while recent trivia persists. 

In this architecture, decay is driven by recall rates. Memories that are frequently 
retrieved in relevant contexts maintain their salience. Memories that are never recalled 
— regardless of age — gradually lose prominence in search results. A three-year-old 
strategic insight that remains relevant to today’s decisions will surface with high 
similarity. A one-week-old observation that nobody has asked about will naturally 
recede. 

This is closer to how human memory works, and it produces a measurable benefit: the 
system’s recall quality improves over time as useful memories are reinforced and 
irrelevant ones are deprioritized without being deleted. 



Deduplication and Contradiction Detection 

When new semantic memories are formed, the system searches for existing memories 
with high cosine similarity in the same category. Above a threshold of 0.88, the new 
memory is compared against the existing one on confidence and completeness. If the 
new memory supersedes the old, the old is marked inactive with a lineage pointer. If the 
old is superior, the new is discarded. This prevents the accumulation of redundant 
knowledge that inflates apparent signal strength without adding information. 

Contradiction detection extends this logic: when two active semantic memories in the 
same category have high similarity (above 0.75) but divergent content, they are flagged 
as candidate contradictions. A weekly autonomous analysis evaluates both sides, and 
the result is surfaced for human review. The system does not silently resolve 
contradictions — it treats them as signals that warrant attention. 

Memory is not a storage problem. It is a signal-to-noise problem. The value of 
an agent’s memory is determined not by what it retains, but by what it surfaces 
— and what it knows to suppress. 

 

5. Behavioral Self-Monitoring 
If behavioral baselines and anomaly detection represent the gold standard for network 
security — and three decades of operational evidence suggest they do — then a natural 
question arises: why are we not applying the same paradigm to the AI agents 
themselves? 

Large language models exhibit behavioral drift. Fine-tuning, context accumulation, 
prompt variation, and even model updates from providers can shift an agent’s 
personality, reasoning patterns, and communication style in ways that are subtle, 
cumulative, and difficult to detect through manual observation. In an enterprise context, 
this drift represents a risk: an agent that gradually becomes more agreeable, more 
performative, or more confident in its assertions is providing a degraded — and 
potentially dangerous — service to its users. 

Quantified Personality Constraints 

The architecture described here implements automated behavioral monitoring through a 
voice consistency scoring system. At a scheduled daily interval, the system evaluates 
recent agent responses against a defined set of behavioral indicators using a 
dual-method approach. 

The primary method uses a separate language model (Claude Haiku, distinct from the 
agent’s reasoning model) to score responses across five personality dimensions: 
warmth, confidence, structure, pushback, and anti-sycophancy. Each dimension is 
scored on a 0-to-1 scale with explicit weights (confidence at 0.25 being the highest, 



anti-sycophancy at 0.15 the lowest). A fallback marker-based method runs in parallel, 
scanning for specific linguistic indicators. 

Three categories of behavioral red flags carry penalties: generic AI patterns (e.g., 
performative helpfulness phrases) at 10% penalty each, enthusiasm markers (e.g., 
language that signals approval-seeking rather than analysis) at 5% each, and 
meta-conversation patterns (e.g., the agent commenting on its own relationship with the 
user) at 5% each, with a total tone penalty capped at 40%. 

Over the first nine days of operation, the system recorded consistency scores ranging 
from 0.36 to 0.85. The early scores (0.36-0.47 in the first three days) reflected a 
calibration period where the scoring rubric and prompt engineering were being tuned. 
Subsequent scores stabilized in the 0.73-0.85 range, with zero red flag violations in the 
last six consecutive checks. An alert threshold of 0.40 triggers an immediate notification 
if the overall score drops below acceptable bounds. 

What This System Is — And What It Is Not 

It is important to be precise about the maturity of this implementation. This is not 
analogous to a production behavioral intrusion detection system backed by decades of 
statistical modeling and well-understood false positive rates. It is closer to a structured 
smoke detector — an automated, continuous check that catches obvious degradation 
patterns before they compound. 

The system does not yet address several challenges that a mature behavioral 
monitoring capability would need to solve. Baselines are established through initial 
calibration rather than through statistical analysis of normal operating ranges. False 
positive rates have not been formally characterized. Most critically, model provider 
updates can shift behavioral patterns discontinuously, and the current system has no 
mechanism to distinguish “the model changed” from “the agent is drifting.” This is a 
genuine limitation. Time-based behavioral monitoring assumes a degree of stationarity 
that LLM behavior may not exhibit, and the paper’s earlier characterization of this 
capability as analogous to behavioral intrusion detection overstated the 
implementation’s maturity. 

What the system does demonstrate is that automated behavioral monitoring of AI 
agents is both feasible and informative. Nine consecutive daily checks have produced a 
scoreable, trendable signal that tracks personality consistency over time. No 
comparable implementation — automated, scheduled behavioral drift monitoring — 
exists in any major agent framework surveyed, including OpenClaw, AutoGPT, CrewAI, 
or LangGraph. Agents in these frameworks are evaluated on task completion metrics 
but not on behavioral consistency. This is the equivalent of monitoring a network for 
uptime without monitoring it for intrusion. 



Why This Matters Beyond Personality 

The personality monitoring system is a specific implementation of a general principle: AI 
agents should be instrumented for behavioral observability. Just as we expect network 
systems to emit telemetry that enables anomaly detection, AI agents should emit 
behavioral telemetry that enables drift detection. 

The contribution here is not a complete solution to behavioral monitoring. It is evidence 
that the approach works, that it produces actionable signals, and that the architectural 
pattern — scheduled autonomous evaluation against a defined rubric, with scored 
dimensions, logged results, and threshold-based alerting — is viable as a foundation for 
more sophisticated monitoring as the field matures. 

An agent that completes every task but gradually shifts its reasoning patterns, 
communication style, or confidence calibration is not performing well. It is 
drifting. And drift, in any complex system, is a precursor to failure. 

 

6. Persistent Awareness vs. Query-on-Demand 
Most agent architectures operate on a query-on-demand model: the user asks a 
question, the agent invokes tools to retrieve relevant information, and a response is 
generated. This is effective for discrete tasks but fundamentally limits the agent’s 
capacity for contextual reasoning. An agent that only knows what it is asked to look up 
cannot anticipate, cannot correlate across domains, and cannot surface insights the 
user didn’t know to request. 

The alternative is persistent awareness — a continuous signal ingestion layer that 
maintains environmental context independently of user queries. In this architecture, the 
agent passively monitors multiple information streams: calendar events, email threads, 
document changes, development activity, and external signals such as relevant 
research or industry developments. Each signal is transformed into structured working 
memory, deduplicated against existing entries, and scored for relevance. 

The Signal Promotion Pipeline 

Raw signals enter as working memory items — volatile, timestamped, and tagged by 
source. A scheduled promotion cycle evaluates signal quality: high-value signals that 
demonstrate relevance to the agent’s existing knowledge base are escalated to episodic 
memory with analysis context. Weekly synthesis cycles identify patterns across signals 
— recurring themes, emerging trends, and cross-domain correlations that no individual 
signal would reveal. 

The promotion pipeline enforces persistence thresholds to prevent noise escalation. 
Document signals, for example, must be tracked for a minimum of three days before 
they become eligible for promotion to semantic memory. Email signals are only 
promoted if they appear in the recall log — meaning they were retrieved in response to 



a relevant query — within the preceding seven days. Calendar events are promoted to 
episodic memory only after completion, preserving the distinction between anticipated 
and actual experience. 

In the current deployment, the system has processed 26 individual signal promotion 
events and completed two weekly synthesis cycles, each analyzing discoveries, starred 
repositories, episodic context, and URL extractions to produce a structured signal digest 
organized into actionable tiers: items to build immediately, items to track, and 
background noise to suppress. 

The result is an agent that reasons from awareness rather than retrieval. When a user 
begins a conversation, the agent already has context about upcoming commitments, 
recent communications, active projects, and environmental developments. This 
transforms the interaction from interrogation (user asks, agent looks up) to collaboration 
(agent contributes context the user may not have considered). 

The parallel to security monitoring is instructive. A SIEM that processes 100,000 daily 
events and produces 100 actionable alerts is not merely filtering — it is performing 
continuous environmental assessment, correlating across sources, and surfacing what 
matters while suppressing what doesn’t. The same architectural philosophy applied to 
an AI agent’s sensory layer produces a similar effect: reduced noise at the reasoning 
layer, improved contextual relevance, and proactive surfacing of information that the 
user needs but hasn’t requested. 

 

7. Architecture as the Security Layer 
The preceding sections describe individual architectural decisions: separation of 
cognition and execution, structured memory with decay and contradiction detection, 
behavioral self-monitoring, and persistent signal awareness. But the argument of this 
paper is not that any single capability constitutes a solution. It is that these capabilities, 
taken together, represent a fundamentally different posture toward AI agent safety — 
one where security is a property of the architecture rather than a layer applied on top of 
it. 

Policy-Based vs. Architecture-Based Safety 

Policy-based safety relies on rules, procedures, and human oversight to constrain agent 
behavior. It includes prompt-level instructions (“do not modify system files”), permission 
configurations (role-based access control), review processes (peer approval before 
execution), and monitoring dashboards (human operators watching for problems). 
These mechanisms are necessary. They are also, individually and collectively, 
insufficient for autonomous systems operating at scale. 

The insufficiency is not theoretical. Amazon’s Kiro incident demonstrated that a single 
misconfigured permission — one human forgetting to restrict one access scope — was 



enough for an agentic system to make an autonomous destructive decision in a 
production environment. OpenClaw’s 512 vulnerabilities demonstrate that even 
well-funded engineering teams, operating in public with extensive community review, 
can ship fundamental architectural weaknesses when the underlying design does not 
enforce safety structurally. 

Architecture-based safety embeds constraints into the system’s topology. If the cognitive 
layer cannot execute code because no execution pathway exists in its process, then no 
prompt injection can produce unauthorized execution. If memory decay is structural, 
then data retention policy is enforced automatically. If behavioral monitoring is a 
continuous automated loop, then personality drift is detected regardless of whether a 
human remembers to check. Each architectural choice removes a class of failure that 
policy-based approaches can only mitigate. 

The Compound Effect 

These architectural choices are not merely additive — they compound. Separation of 
powers means that a compromise in the execution layer cannot propagate to cognition. 
Structured memory means that injected information is subject to deduplication, 
contradiction detection, and decay — it cannot silently accumulate as trusted context. 
Behavioral monitoring means that even if an agent’s responses begin to shift due to 
external manipulation, the drift is detected and flagged before it becomes a pattern. 

The result is a defense-in-depth posture that should be familiar to anyone who has 
designed enterprise security architectures. No single layer is sufficient. But the 
combination of structural isolation, continuous monitoring, and automated quality control 
produces a system that is resilient to failure modes that would be catastrophic in a flat, 
policy-dependent architecture. 

Two Distinct Problems: Execution Safety and Reasoning Quality 

It is important to distinguish between two failure modes that this framework addresses 
to different degrees. 

The first is unauthorized execution — an agent taking actions it should not, such as 
deleting production infrastructure or sending unauthorized communications. The Kiro 
incident is the canonical example. Structural separation addresses this failure mode 
directly and effectively. When no execution pathway exists in the cognitive layer’s 
process, the class of vulnerability is eliminated. 

The second is reasoning quality degradation — an agent’s analytical output becoming 
less accurate, less calibrated, or less trustworthy over time. This is a harder problem, 
and architecture alone does not solve it. No amount of structural separation prevents a 
language model from producing confidently wrong analysis if the underlying model’s 
calibration is poor or if the retrieved context is misleading. 

What architecture provides for the second problem is detection and containment, not 
prevention. Contradiction detection catches when new assertions conflict with 



established knowledge. Voice consistency scoring catches when communication 
patterns shift. Recall quality tracking catches when the memory system surfaces 
irrelevant context. The debrief protocol ensures that a degraded cognitive layer cannot 
also corrupt execution outputs — the blast radius is bounded. 

This is analogous to how network IDS operates: it does not prevent intrusions, but it 
detects them before they propagate. The claim here is not that architectural safety 
solves reasoning quality. The claim is that architectural safety makes reasoning 
degradation observable and containable — which is categorically better than the current 
state of the industry, where degradation goes undetected until users notice. 

 

8. Implications for Enterprise Adoption 
As organizations move from AI experimentation to production deployment, the 
architectural choices made during adoption will determine the long-term risk profile of 
their AI investments. The following framework is offered as a starting point for 
evaluating agentic AI systems — not as a checklist, but as a set of architectural 
questions whose answers reveal the maturity and durability of the underlying design. 

Evaluation Dimensions 

Separation of concerns: Does the system enforce a boundary between reasoning and 
action? Is that boundary structural (process isolation, path validation, separate data 
stores) or procedural (prompt instructions, permission configurations)? Can a 
compromise in one layer propagate to the other? 

Memory architecture: Is memory structured with distinct layers for events, knowledge, 
and active context? Does the system implement decay, deduplication, and contradiction 
detection? Or is memory an append-only log searched by embedding similarity? 

Behavioral observability: Does the system monitor its own behavioral patterns over 
time? Can it detect drift in reasoning style, confidence calibration, or communication 
patterns? Are violations logged and actionable? 

Signal-to-noise management: Does the system maintain persistent environmental 
awareness, or does it only retrieve information on demand? Is there a structured 
pipeline for signal ingestion, relevance scoring, and noise suppression? 

Security posture: Is safety a property of the architecture or a layer applied on top of it? 
Would removing the safety constraints require modifying the system’s topology, or 
merely editing a configuration file? 



The Trust Tier Model 

Not all agent deployments require the same level of architectural rigor. A useful 
framework distinguishes three tiers based on the trust boundary between the agent and 
its operating environment. 

Public tier: Agents that interact with external data, public APIs, and untrusted inputs. 
These require the strongest architectural constraints — structural separation, 
sandboxed execution, and continuous behavioral monitoring. The OpenClaw and Kiro 
cases both involve agents operating at this tier without adequate architectural controls. 

Intermediate tier: Agents that operate within organizational boundaries on curated data 
with defined access scopes. Structural separation remains important, but the 
signal-to-noise requirements shift toward internal knowledge management and workflow 
optimization. 

Private tier: Agents that operate on sensitive or proprietary data in highly controlled 
environments. These require the full architectural stack — constitutional separation, 
structured memory, behavioral monitoring, and audit-grade logging — with the 
additional constraint that no data leaves the organizational perimeter. 

Each tier demands different trade-offs between capability and constraint. But the 
architectural principles — separation of concerns, structured memory, behavioral 
monitoring, and signal management — apply across all three. The implementation 
details change. The design philosophy does not. 

The trust tier model presented here identifies the relevant dimensions but does not yet 
specify the concrete architectural trade-offs at each tier. Doing so rigorously requires 
building and operating systems at multiple tiers — work that lies ahead. The model is 
offered as a framework for thinking about deployment context, not as a completed 
taxonomy. 

 

9. Open Questions and Limitations 
Intellectual honesty requires acknowledging what this framework does not yet address. 

Developer experience: Constitutional architectures are harder to build than flat 
tool-calling agents. The cognitive overhead of maintaining structural separation, 
implementing three-layer memory, and building automated behavioral monitoring is 
significant. Frameworks like OpenClaw became dominant in part because they reduced 
the barrier to entry — a single configuration file and a marketplace of pre-built skills. 
Making constitutional design accessible to a broader developer population remains an 
open challenge. 

Scale validation: The principles described here have been validated through continuous 
operation in a controlled environment — 90 autonomous task executions across 8 task 



types over a period of active development and iteration. Enterprise-scale deployment — 
with thousands of concurrent users, diverse organizational contexts, and adversarial 
conditions — introduces variables that have not yet been tested. The architectural 
patterns should be robust, but operational evidence at scale is needed. 

Emergent behavior in multi-agent systems: When multiple agents interact — as they 
increasingly will in enterprise environments — behaviors emerge that are not 
predictable from the design of any individual agent. The constitutional framework 
addresses single-agent governance, but the multi-agent coordination problem, including 
emergent competitive dynamics, resource contention, and cascading failures, remains 
an active area of research with limited operational precedent. 

The capability-constraint tension: How do you evolve an agent’s capabilities without 
compromising its constitutional boundaries? Adding new tools, expanding access 
scopes, or introducing new signal sources all have governance implications. A 
framework for constitutional amendment — deliberate, auditable expansion of 
capabilities with corresponding expansion of monitoring — is needed but not yet 
formalized. 

The human-in-the-loop question: Constitutional separation reduces the need for 
constant human oversight but does not eliminate it. Determining where human judgment 
adds genuine value versus where it creates bottlenecks — and designing the 
architecture to support that distinction — is a nuanced problem that resists 
one-size-fits-all solutions. 

The cost-benefit question: Constitutional architectures require more upfront investment 
than simpler approaches. A single-agent system with well-engineered prompts and 
guardrail APIs can achieve a meaningful safety posture with significantly less 
development effort. For many enterprise use cases today — particularly 
non-autonomous copilot and chatbot deployments — that may be the rational economic 
choice. The cost-benefit calculus shifts specifically for autonomous agents that take 
real-world actions without human approval loops. The failure modes documented in 
Section 2 are not linear degradations; they are catastrophic. OpenClaw did not lose 5% 
of its users’ trust incrementally; the discovery of 512 vulnerabilities and 1,184 malicious 
skills threatened the integrity of the entire platform overnight. The relevant question is 
not whether architectural safety costs more to build, but whether the expected cost of a 
catastrophic failure in a flat-architecture autonomous agent justifies that investment. For 
organizations deploying agents with production access, the answer is increasingly clear. 

The model improvement question: If foundation models become substantially better at 
following instructions and respecting boundaries over the next 12-18 months — which is 
plausible — some of the specific implementation complexity described here may 
become unnecessary. This is worth acknowledging honestly. But it is also worth noting 
that this argument has a precise historical analogue. The software security community 
heard the same prediction about firewalls in the 1990s, about encryption in the 2000s, 
and about zero-trust in the 2010s. In every case, the software did get better — and the 



architectural principles remained necessary. Better models will reduce the frequency of 
boundary violations, not the need for structural enforcement when violations occur. 
Architecture is what catches edge cases that exceed any model’s instruction-following 
capability. 

 

10. Toward a Behavioral Telemetry Standard for AI Agents 
Network security underwent a foundational evolution in the late 1990s and early 2000s. 
The first generation of intrusion detection systems logged raw packets and searched the 
full capture on each alert — an approach that was comprehensive but operationally 
unsustainable. What transformed the field was not better search algorithms. It was the 
emergence of structured telemetry standards: NetFlow, IPFIX, syslog, SNMP traps. 
These standards defined what metrics a network device should emit, how those metrics 
should be structured, and what monitoring infrastructure should consume them [11]. 

Structured telemetry made behavioral security operationally viable. Without it, a system 
processing 100,000 daily events and producing 100 actionable alerts would be 
impossible — not because the detection algorithms did not exist, but because the raw 
data lacked the structure to make correlation and anomaly detection computationally 
tractable. The telemetry layer was the enabling infrastructure for everything that 
followed: SIEMs, SOCs, behavioral correlation engines, and the entire modern security 
operations stack. 

AI agents today are at the pre-telemetry stage. They emit logs — conversation histories, 
tool invocation records, error traces — but not structured behavioral telemetry. There is 
no standard for what metrics an agent should expose about its own operational 
behavior. As a result, monitoring is ad hoc, drift detection is manual (if it happens at all), 
and anomaly detection at the agent behavioral layer is effectively nonexistent across the 
industry. 

Proposed Behavioral Metrics 

Drawing on both the network telemetry precedent and the operational experience 
described in this paper, we propose that AI agents should emit structured telemetry 
across at least the following dimensions. Where the architecture described in this paper 
has produced an operational implementation, the current state is noted — not as 
evidence of maturity, but as evidence of feasibility. 

Personality drift rate: A quantified measure of how much the agent’s communication 
style, reasoning patterns, and behavioral characteristics have shifted over a defined 
time window. The voice consistency scoring described in Section 5 is a first 
implementation of this metric, operating on a single model and prompt configuration 
over a nine-day window with daily granularity. A generalized version would need to track 
linguistic fingerprints, confidence calibration curves, and reasoning chain structures over 
time — and critically, would need to handle the non-stationarity introduced by model 



provider updates. Computing a comparable drift rate across different models, prompt 
configurations, and organizational contexts remains an unsolved problem. 

Memory quality scores: Metrics on recall precision (are retrieved memories relevant to 
the query?), contradiction density (how many active contradictions exist in the 
knowledge base?), decay distribution (what percentage of memories are actively 
recalled versus dormant?), and deduplication health (what is the ratio of active to 
superseded entries?). These metrics reveal whether the agent’s knowledge base is 
healthy or degrading — a distinction invisible from task completion rates alone. The 
current implementation tracks recall events (2,313 logged), maintains a 49:1 
active-to-superseded ratio in semantic memory, and measures that 67% of active 
semantic memories have been recalled at least once. 

Confidence calibration: A running comparison between the agent’s stated confidence in 
its outputs and the empirical accuracy of those outputs over time. An agent that 
consistently expresses high confidence in incorrect answers is exhibiting a specific and 
dangerous form of behavioral drift — one that erodes user trust precisely when trust is 
most needed. This metric is proposed but not yet implemented in the current 
architecture. 

Autonomy boundary adherence: A log of every action the agent attempted, categorized 
by whether it fell within defined constitutional constraints. Attempted boundary violations 
— even unsuccessful ones — are signals. A rising rate of boundary-adjacent actions 
may indicate prompt injection, model drift, or environmental changes that the 
constitutional framework was not designed to handle. The current architecture logs all 
execution dispatches and audit events (23 debrief cycles completed), but does not yet 
categorize actions against a formal boundary taxonomy. 

Signal-to-noise ratios: For agents with persistent awareness capabilities, metrics on 
how many raw signals were ingested, how many passed relevance thresholds, and how 
many ultimately influenced reasoning. A degrading ratio — more signals consumed with 
less impact on output quality — indicates either environmental noise inflation or 
declining filter effectiveness. The current deployment has processed 26 signal 
promotion events across two weekly synthesis cycles, with three-tier categorization 
(build, track, suppress). 

From Metrics to Monitoring 

Standardized behavioral telemetry enables a class of monitoring infrastructure that does 
not currently exist for AI agents. Just as structured network telemetry enabled the 
evolution from packet capture to behavioral correlation, structured agent telemetry 
would enable: 

Cross-agent behavioral correlation: In multi-agent environments, detecting when one 
agent’s behavioral shift is influencing another’s — the agent equivalent of lateral 
movement detection in network security. 



Organizational baselines: Establishing what “normal” looks like for an agent operating in 
a specific organizational context, enabling anomaly detection tuned to that environment 
rather than generic thresholds. 

Regression detection: Identifying when model updates, prompt changes, or 
environmental shifts cause measurable degradation in agent behavior — before users 
notice and before the degradation compounds. 

The behavioral security community solved this problem for networks thirty 
years ago. The question is not whether AI agents need the same treatment. It 
is how quickly we can build it — and whether we build it before the next 
generation of incidents forces the issue. 

 

11. Conclusion 
The industrialization of intelligence is underway. The infrastructure is being built, the 
competitive dynamics are live, and the timeline is compressed. Organizations that 
capture the productivity arbitrage safely will define the next generation of enterprise 
capability. Organizations that adopt agents without adequate architectural foundations 
will discover — as Amazon and OpenClaw’s users already have — that speed without 
governance is liability. 

The framework presented here is not theoretical. It was built, iterated, operated, and 
refined through direct experience — not as an academic exercise, but as a practitioner’s 
response to a practical question: how do you build AI systems that are powerful enough 
to be useful and constrained enough to be trustworthy? 

The answer, this paper argues, is architecture. Not policy. Not process. Not hope. 
Architecture — where safety is structural, memory is intentional, behavior is monitored, 
and the boundaries between thinking and acting are enforced by design rather than by 
convention. 

The behavioral security community has spent decades building systems that detect 
when things go wrong. The principles are proven. The question is whether we will apply 
them to the most consequential class of autonomous systems we have ever built — or 
whether we will repeat the mistake of treating governance as an afterthought and 
patching the failures as they emerge. 

The architecture is the argument. 
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